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2. Web Fuzzing
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2.2.b. Injection SQL, parameter
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String param1 = request.getParameter ("user_id");
String param?2 = request.getParameter ("user_pass");

rs = stmt.excuteQuery ("SELECT count(*) FROM user_t WHERE userid = '"+param1+"' AND userpw =
""+param2+"'");

rs.next ();

if (rs.getint (1) == 1)

{
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}
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}
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mod_bwlimited/1.4 FrontPage/5.0.2.2635 Server at .ru Port 80
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K vigw, . = FlTap .. T Trapresponze | Lordnue || Do K vigw, . = FlTrap .. T Irap responze | Cordnus || De
| |
I |

I
- =

&/ 5: GET -> OPTIONS |2~ =2 27392/ 2/

Ol

25/

2.3. R E oY &

2.3.a. XSS, Injection SQL, parameter

(1) s M2 80 ZE0f| & £35t0{ form Ef 1 E parsingsto{ & nt2to|E{2| 0| &
(Parameter_name)Z} =& X| 1| 0| X[(DEST), M &2HH(GET/POST)E ZHOfLHCE.

Lo oHd

<FORM method=[GET/POST] action=[DEST]>
<input type=text name=[Parameter_name]>

</FORM>

Oi|x| 2: o] x| L2 FORM EH =

(2) GET Ale| Z2 L of2fot 2 Ao = f Sx%| H0|X|S GET Y402 2Fst
S

cf. 2t miefo|ef o] Zhe ‘sql 0L} “>XSS 9F 22 of| {7} LAy Btaket Hlo|E{ 2 g=Ct.

=2 S -

GET DEST?[Parameter_name]="sql /HTTP/1.1
HOST : DEST

O X 3: GET 2] 2F
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(3) POST &fAl2 02| MM St o2 et &2
Content-Length0f| 4 A|5t 10 POST HHAl 2 M
2 0of

GET 2HAIX{ 2 'sq/ O|L} >XSS 2 Z4E 0f| 2]

<HEADER>

POST DEST

HOST : DEST
Content-Length : 00

<BODY>

[Parmeter_name]=sql ......

OJX| 4: POST Al 2 F

4) 23 = MSE0 2 W2l2 245101 HTTP 5|7} “200 OK"E = &l5tH & ASH o2 SHE- 0| &
ZotstH FefFo| Qe EEreitt. E2 SEEN2 o 0| X| Lo “XSS”

2.3.b. Directory Traversal

28 SHO0|X0IM HLHL CI0|E{S 2A5t0] [ 1]0] 2XAS TSI 20| 9
1]o] 2XIAS HAIBI0] EIEHEH 4 Qi)

2 M B CIMEZ =& miE
IN] Parent Directory,
Tomcat Directory Listing
Apache Directory Listing
7| E} Index of/

F1: M E ClHEE] =F of&f
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3. Network Protocol Fuzzing

3.1 LELYT 2 EZ I Z0[|EF 2210/7f?

HERI ZZEZ HI2 MH2| U222 22 510 Z2E miZlE MEdh= WS LSk M2
HEZ22 2% S5t0 22I0[UELR} SAE 5= 01Z2(AH[0|MO0[Ct ZSEI0|AHENM MEHZ 2 oA
Xl= HlZ20|M 2ot mhd & B =, A4k K27t #ot. J2[1n E 0 et HE2 EHA| 22H0[AHEo
A HAIXIE EW7| = St

Zc0[HE ME{ B2

GET / HTTP%n%n%n%nl.1 — >

& 6: E2f0[21EL) AMH L2

HIZ Al AFEfO| 2t O{EE|AH| 0| M QIHIT}, ZE0|HEZRE 2 HA|X|E ot
Aol LEo|2ts AHE HRXIEZE FofHo| EXe = MEF J7| 20 WESS Z2EZ BN =
Zct0[HES| UFOM HIAXIE Z=Ef5H0] 2 E Sl MHZ HEBIC

|
r°l'

3.2 LOlE2 ZZ=EE

3.2.a. Notification Server 1=

H|0|E2 Update Server, Dispatch Server, Notification Server 2} Session Server O| = AH| 4712 A{H{
E Salf TCP S210| 0| F0{ZICt. Update Server = H|O|E2 HAIX 7} MSHE [ HS HEE = AMHE,

=2o= = =/

oA of A =Holat HH|0[ EE X{2|elrt. Dispatch Server = U|0|E22| ME{0f| 2t2517F HEl= A
o

£ YX|5H7| 2I5H AIEAIE 2 24A 7= A E otrt. XN 2 HI0|E20| HE5H| fIshiM=
Notification Server(0|S} NS) £ Sal O SiC}.

E E5ll ol=E gtV sl = H A ssh E|Z & BHOOof ST} “https://nsl.nate.com/clien
t/login.do?id=[idj&pwd=[passwd] S 2 H=51H SEHA|X|E B8 &~ QT
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ol Al X|

LSIN [E3IMM HF] [id] [ticket] [7|El ®E=]\r\n

GLST [ERINMM HS][OE HE]\r\n

INFY [ERIAM HS] [&IF id] [RI T AEH]\r\n

H 2: oIz 0l H25t DA X &

[E 2] = 252 9jsil Mu{e} Zajolole
£4l0] o2 0fAlc}

roh

LSIN 2 Al AL At 215 9

ue ssh EIZY, Q1Y WA M,
il

=
SO| M Z O|FO{X|H ofef et 22 SEH HAIXIE &

mio
als
30
]

ZHol| =1 3h= HA[X|S0|Ct. 0| & HIA|X|= TCP &7 =2

FOHA[X|O[C} mi2to|EH 2 EdMM HS, AFSXL A-L| ID, 22 ©
q

o
Zci0[HES| 2aEHH, EArd Q1 E YA YE S0| AZ. 2l

[unknown] [=2 7}] [unknown] [unknown] [unknown]\r\n

LSIN [ERINMM HS] [Z2t0|HE ID] [AH] [CHEHE] [SEHEHF] [unknown] [SMS QIS E] [O|L| &
ID] [unknown] [unknown] [unknown] [unknown] [AFZ X} A| A ID] [email] [unknown] [EA{H|A A0 & ]

Ol | 5: NSOff & =35f7] 2|8F LSIN Dl A/ X]

|IAEE 233dH= HAIX[O|1, LIST = 27 E[AEE

GLST= 122 S
& 2AE= 22 91, X E[AEE Hotof M= 2150]| o[ FO{ZICt.
HAIXIE &S £ UCH

Bz S¢ 22t0[HENM SEO| g, ME{7t M ZE L3S

|'II

—

L5tz HIAIX|O|C AtE Y O

o
o

|S0] O|FO{X|H, INFY SH

Zo| 2A2EH M= S2t0|AHEN|7 10= F7|Z PING H|A|X|E EHCE ME{7t PING HA|X|E 8
b AZ0| BOX|[A =0 U
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3.2.b. ZX| HME

ol Al X| o3

CMSG [ERIAM HS] N [ZX[2] ZO[]\r\n
[&IF2] A& IDI\r\n

IMSG\r\n

title:[Z X[ 2] M Z]\r\n
from:[AFEXE2| A E ID]\r\n
ref:[2 2| AH IDI\r\n
data:[&XH A=, &\, A ZH\r\n
session_id:\r\n

uuid:\r\n

contenttype:\r\n

length:[ZX| LHE 2| Z0[]\r\n
font-name: \r\n

1
>
]
Ofy

font-style:\r\n
font-size:\r\n
font-color:\r\n
ref-uuid: \r\n
cookie:\r\n
event:NW\r\n
\r\n

(X2 LHE]\r\n

Z 3: EX| M0 225 CMSG OjjA[ X/

OH

[Z 3] T} 20| CMSG H|A|X| NS A o2 HHC} ZX[2 M&0| MAXO

—
Z O|RO{X[H, of2iet &2 SH HAIXIE & = UL

oA 6: X HE0] §FHY nfo] SE oAIX]
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3.2.c. Session Server 21

JE/FH 2|2EE oLt BX|E Ss XA Nsow Mel=Xg chetet oted M2
Session Server(0|5t SS)oijA] S410] 0| F0{ZIct. SSof| &£ 5t2{ ™ NSoi|A RESS HA|X|E H &l
Of St

RESS [E2I MM HS]\r\n

O A 7: NSOf| &=£317] |5 RESS Ol A| X]

[O|Af| 7] 2F Z+0| RESS K| A|X| £ NSZ ELH0 MB{Z2E{ RESS H|A| X|

i

SEeC

_

ol Al X| o4

RESS [E 2™ M HS] [ip] [port] [ticket]\r\n AP X} Ol

F 4: MB{Z2EE{ SEHEL2 RESS DA X]

MHZFE SEH2 RESS HA|X[0= [& 4] M SS2| IP2f Port, tHStof| 2 28t E|ZU0] QU

3.2.d. CHs}

SSE= ALEXI2} AFZ XL ALO|O| MM E AZ8lF= AES SiCt CHE A2 X2} CHSHChatting) € 17|
2= 0] SSoi| M=ot ATHErE =CHSHM MM S o1 ZsHof Stot.

ol Al X| M o
ENTR [E 2l M HH S ] [account] [nickname] [ticket] [7|E} A EE]\r\n CHEIM|M 2 &F
CTOC [E &AM HS] [target] [unknown] [payload Z!0|]\r\n Cilo|E] A&
INVT [account] [ip] [port] [ticket]\r\n CHSIMIME =H
MESG [E 2l & M B 5] [state] [H|A| X|]\r\n DA|X| ®et
QUIT [EAIFM HS]\r\n CHEIMIM B2

Z b Ci=fo) 25t HAIX]E
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MX, AFEXt= ENTR HIA|X| 2 CHEtAM[Mof| 1S 5 OF Stet. of f 2 25t 2 0] RESS HA|X| 2 £ E

2h2 E[ZUO|Ct. CHEIMIMof| LA HTidS

O|E{E MEBtrt. CTOC HIA[X|= AT 7] HIO[E & M E5h= HIAIX|Z HI0|E{2| ZO|E &otof &t
H

P
02t
ol
N
do
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s
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CE INVT = O|A|X| 7} OtL|2F H|O[E{O| Bt JEfAM EMAM o= E e T} INVT H|0|E{0f| = RESS O

AR Z5E &2 E|ZU0| E 23|Cf

oot TSN 0| HZE|H MESG HIAIX| 2 HAX|E MEE = UL, QUIT HIAIX|Z CHSIM M S

x

—

-4

Al
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(1) o] HAIX| 2] =M E F2RIZ ML null ZXHE HU5HAHLE % 12T
o

of Mu{ 2SS oiEa|#0|M S0|M SN2 2 oj2{st WY SHo 2T Tao| EE & 4 Y
|85t HAS B o= M| ChAro = MS MBo| Z2E20| cist ol Y=ot

‘MESG” 2f= H|A|X|2tE mH 2|
s EUWHELE "MESG” 2h= THo17F et =0 UX| 84

=S
A |22 o] mfzls FAIE = 7| Wi E0|Ct.

x
o

2) & Zlo] E0{7}7| RIS E 22 23S 0|2510{ TCP, UDP 5| & =& Z=ZISt7LE IP A S7HK| =
Zsto] HE S Sfjof Sict. 22 AZE 018 2 TCP, UDP 422 0| 25tH= g 2ot o 7tct
DUHESI ZRNE MY UHR7IME P =M = 3l 25 of 5HXIRH O{ZE2|AH 0| M AlE2 =
EZ0| ot mfzl 1 AN E 2 F HESH | W20 o £2 205 d 5= UCE SHX|ZH o HH2 =2
R |

mHEo|2t7| Eot= HEXHZ A

1T 1T ) > R

3.3.b. fuzzNateon.py 715

#!/usr/bin/python
# -*- coding:utf-8 -*-

import sys
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import urllib
import getpass
from protoFuzz import *

ns_host = "211.234.240.140"
ns_port = 5004

print "
print ""

print "[+] Fuzzing NateOn"

print "[+] This script was written by 614ck3y3 (@614ck3y3)"
print ""

account = raw_input ("[+] account: ")

passwd = getpass.getpass ("[+] passwd: ")

target = raw_input ("[+] target: ")

print ""

print "

print ""

# Authentication for NS
u = urllib.urlopen ("https://nsl.nate.com/client/login.do?id=" + account + "&pwd=" + passwd)
ns_ticket = u.read ().split ("\r\n")[1]

ns = protoFuzz (ns_host, ns_port)
ns.sendMsg ("LSIN O " + account + " " + ns_ticket + " SSL")
ns.sendMsg ("LIST O")

# Authentication for SS

ns.sendMsg ("RESS 0")

recv = ns.getMsg ().split ("\r\n')[Ol.split (" ")
ss_host = recv[2]

ss_port = recv[3]

ss_ticket = recv[4]

ss = protoFuzz (ss_host, int (ss_port))

# Chat

ss.sendMsg ("ENTR O " + account + " %00 %00 " + ss_ticket + " UTF8 P")

ns.fuzzMsg ("CTOC O " + target + " A 4096 \r\nINVT " + account + " " + ss_host+ " "+ ss_port + " "
+ ss_ticket)
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ss.close ()
ns.close ()
Oj| A 8: fuzzNateon.py
(oA 8] 2 245t H0|E2 Z2EZS HIE 2 E whitespacelt “\r\n” S 7|E2E HIAIX| LHEE
ZIHO{AM 2t Ci|o[E{oi| ofl2{ 7} L etatet M| 7| H|0|H & & l5H= B S 0| &3dt= olct.

E{0|(T) =(B)

fuzzMNateon. py (~/Workspace/protoFuzz /trunk) ----

nate.com A £
12

dummy bomb&
mail.com
omb@nate. co
7J@omail . com
ybomb@nate

[Gi| A 8] 0 A= CTOC M[A|X| 2t INVT H|O[E
E M A|X|ofl CHEHA] fuzzMsg() HIAEE X

==

*®

¥ yeonjee@yeonjae-desktop: ~/Workspace,/protoF---

ED4AES UTFE P

9 5004
9 5084
9 5004
0 5004 uck.vou

0 5004

9 5004

9 5004 \r

9 5004 \

9 5004 \@

ZBfoll CHaH A2 T2l S A|S5HR|BH E410] 0| REE
% Qlch.
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Fuzzer&

SE2|HM MHEERE ol2{ T =7} ghets| 7Lt AZlof2{ 7t 2HdstH
EFBCE J2fLt 0] HEZ Fefdo|2tn e = gt HI0|E22 E?
0 MEZFEESTHE AFS2 2 42U =HotE] 7|

F) ®E(E) & E{0)(T) EH(B)

fuzzNateon.py (~,Workspace/protoFuzz/trunk) --- $§ veonjae@yeonjse-desktop: ~/Workspace/protof--- 3§

C @ dummybomb@&nate.com A 40
INWT wk mail.com 1 AAAAASARARANAAAAARARANARAAAAAAANANA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAMAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAAAAAAAAAANAA
ARAAAAAARAAARAAAAARARAAARAAAAAAARAAARAAAAAAARAAARAARALAARAAARAAANARARAAARAARANNA
AAAAAAMAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAR
AAAAAAAAAAAAAAAAANAAAAAAAAANAAAAAAAAAAAAAAAAAAAAAANAAANARAAANANAAARANAAAAAAARANA
AAAAAAMAAAAAAAAAAAAAAAAAAAANAANARAAAAAAARAAAAAAAAAAAANAANAAAAAAANARAAAAAAAAAANAR
AAAAAAANANAAAAAAANAAARAAAAARANARAAAAAAAAAASAAAAAAAAASAAARAAAAADAAARANAAAAARARSNA
AAAAAAMAAAAAAAAAANAAAAAAAAAAAANARAAAAAAAMAAAAAAAAAAAAMAANAAAAAAAAAAAAAAAAARAANAR
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAANAA
AAAAAANAAAAAAAAAANAAAAAAAAAAAANARAAAAAAANAAAAAAAAAAAANAARAAAAAAAAAAAAAAAAAAAANAR
AAAAAANAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAAAAAAANAANAR
AAAAAAAAAAAAAAAAANAAAAAAAAAMANAAAAAAAAAANAAAAAAAAAAAAAAARAAAAANANARAAAAAAAAAAANA
AAAAAAMAAAAAN AAAAAAAAAAARA
[Errno ] Broken pipe

& 8: E Foll 27 o2 2

St
74

=0 28 20 = 220027t 2l etot.
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4. File Format Fuzzing

—_

EMEEV], SAY Y7, YS=20, EHE S20|HE SS2| B2 i EE2|A0|ME2 utd 2
o110 mhdstn M| 22[0f ¢10{S0{M ME[Btet. 2t T E2 KA 2] ZE S JHX[ 1 U0 o EE[AH 0|2
1 ZOHOf| SEF0{M mhel 2 Bt o7 BFo[M of Z2|AH 0| M2 FAE S 7HE & UCE ZoE B M=
oAl ool X|3h O LHRof o2& SRSt 427 ZEIH 52 + U o HE2 0[2{8 F
U S RYUY = Us 227 AT EMY = J=XIE HAlSt= &Yo|ct

4.2, DE g

4.2.a. FileFuzzer & A

FileFuzzer.exe

Target.exe Target.exe

Target.exe

Target.exe Target.exe

£/ 9: FileFuzzer Prototype

[O2 9] °F Zto| FileFuzzer= of2] 7S] = ZMAE BHED 1 XA Z2ZMAEL User_dll.dll o =
7tX|e] gt2 mtU S HESIHAM EI Z2MAE CIHAHZE SES2ZM o 2| MEe| ddig Z4X[S
027 et 2 O el ot MEE MESiC).
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4.2.b. FileFuzzer 1131

int main( int argc, char **argv )
{
if( arge < 2 ) return 0O;
FILE *fs;
fs = fopen( argv[1], "r" );

char buf] 64 ];

fgets( buf, 1024, fs );
printf( buf );

fclose( fs );
return O;

0j| x| 9: test.exe

HY Z2IMS HAESH| fI6) [0l 9] 2F 2

= B4bytez, 210{E0|= T 7|= 1024byte= MA 510 B

C:WTest>echo “"Hello World®?" > test.txt

C:Wlest>test.exe test.txt
"Hello Worldtt™

T2/ 10: test.exe

mpdo| gatxfoletH [ 10] MY S22 & Ao|ct.

extern "C" __declspec(dllexport) int ChangeFile()

{
/* at this time you can change file for attack */
/* return value is used for time to die */
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/* if return O, fuzzer is end other is wait return value and die */
HANDLE hAttackFile;

DWORD dwWrited;

char data[] = "0123456789";

hAttackFile = CreateFileA( attackFilePath,
GENERIC_READ|GENERIC_WRITE,
FILE_SHARE_READ,
NULL,
OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL|FILE_FLAG_WRITE_THROUGH,
NULL );

SetFilePointer( hAttackFile, O, O, FILE_END );

WriteFile( hAttackFile, data, sizeof(data)-1, &dwWrited, NULL );
CloseHandle( hAttackFile );

if( count-) return (2000);

return O;

OjA| 10: Default_dil.dll

J2| 1 [o[A| 1012 Zo] dil off &f~E export BT}, HigtE[= 2t2 Z2 8 S A8A|7| 0 HotLE o 7|
& ZQI7HE LIEHCE 2t 2= SOFCH7(5HO I A7t Otof| o 2|7 2SR er=rtt Ak Agio
Z

=t £ S o =
2 mekstn ZS2A|ZICH count = E£7(740| 52 M MUD N ZH2 2 9I5A 5H 0t =5t S FFICt

:WTest>FileFuzzer.exe
: FileFuzzer.exe execute_program pattern_dll [numOfProcess] [init_filel

execute_program = open file program{ recommand full path >
pattern_dll : pattern_dll iz have some function
the first is BOOL SetFile{ HANDLE >
it give you file descript are modify
the second is BOOL ChangeFile{ >
chage the file, if changed return true
else return falze
the third iz FILE MewAttackFile{ TCHAR= >
call thiz function if not input init_file
make initFile and return descripter of file
nunQf Process : how many process? { default is 7 )
init_file : init_file

:WTest>FileFuzzer.exe test.exe default_d11.d11 1 test.txt

T2/ 11: FileFuzzer &8 sf5
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(O 11] & H A7+ A =M info.fdb 2t= T 0| MM =10 info.fdbd| ZHEHSH ME I} 7| S EICH.

typedef struct _SAVE_INFO{
char dllinfo[ MAX_PATH J;
unsigned int info_size;

} SAVE_INFO, *PSAVE_INFO;

typedef struct _DEFAULT_INFO{
unsigned int result;
unsigned int file_size;

} DEFAULT_INFO, *PDEFAULT_INFO;

typedef struct _CUSTOM_INFO{
int cbSize;
} CUSTOM_INFO, *PCUSTOM_INFO;

Z 6: info.fdb o 2Z

info.fdb 2| Tz &= [F 6] o ZHC. CUSTOM_INFO Zt2 dil of| A X| S35 OFX| 2, M| S5HX| 242 Zd0| 7| mh
20| 1 37|= A0 2 Malld QoD £ 2= QIct

o o

4.2.c. Info.fdb &2 A

000000F0 FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE bbbbbbbbbbbbbbbb
00000100 FE FE FE FE Of 00 00 00 05 00 00 CO 4B 00 00 00 bbbb.v:.... AKR...

00000110 22 48 65 6C 6C 6F 20 57 &F 72 6C 64 21 21 22 30 "Hello World!!"g
00000120 31 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36 1234567890123456
DO0D0130 37 38 39 30 31 32 33 34 35 36 37 38 39 30 31 32 7T890123456789012
D00D0140 33 34 35 36 37 38 39 30 31 32 33 34 35 36 37 38 3456789012345678
00000150 39 30 31 32 33 34 35 36 37 38 39 64 65 66 61 75 90123456789defaun

72/ 12: HexEditor 0| 28 A{ £ info.fdb2/ L &2 2=

(@)

[O2] 12] = Filefuzzer 7} =3 | 7 M A =l info.fdb 2| C|O|E{O|C}. 0x104 Of|A{ dIl O|E0| ZL}11, O
Ct2 Ztol info_size2| Z10| StAt 8byte 2f= A S &HQIgt 4= QIC} T TS DEFAULT_INFO /£ =RH|0| 10,
MM Z2f2l result = 0xCO000005 EM M| 22| &2 Y E T2 0| FAUC=E A2 & = UCH.
J2|0 Jojel o 37|= 0x0000004B (= 75d ) 0|11, O] Tt DEFAULT_INFO 2=AM|7F ZLID
CUSTOM_INFO.cbSize Ct20]| XI5 QUCt. CI2FA] 75byte BHE2| T3 7|2t= AE 2 = U}

re
o)

L rlo
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"Hello World!!"012345678901234567890123456789012345678901234567890123456789

O X 11: Ooff 2/ & & 2totat i ofEf

[h2kA [ofl A 11] 2| H|o[E{ = ot S B

"Hello WYorld!*"812345678901234567890123456789012345678901234567890123456789 > test.txt

C:WTest>echo

C:WTest>test.exe test.txt
“"Hello World?!!"012345678901234567890123456789012345678901234567898123456789

test.exel| 20| X ¥ L L

BRI LT HZ gEE =

T 13: of2] 2 Eol
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5. Memory Fuzzing

51. 0|22 T{& 0|2t 2A2I7H?

ZZ2EZEO|Lf otd =i Ee| FH 7|2HQ oA FE0f =HE S

|
& =| = ZFQ{0|C}. Taint Analysis2t 1 = 22|11, C|0|E|f EAIEC
Ho|=o] MM == Ho|E S0 =™ 7

5.2. H2Z2] A=

5.2.a. Microsoft Windows 0|2 2| 2 &l

Application code

Global variables

per-thread stacks
DLL code

FF EFFF

7FFF 0000
64-KB no access area

3-GB user space
kernel and executive 8000 000

HAL Boot drivers

C000 0000
Process page tables

€040 0000(x86)
Hyperspace C080 0000(x86 pae)

BFFF RFFF

C080 0000(x86)
C0CO 0000(x86 pae) C000 0000

System cache Paged
pool Nonpaged pool

FFCO 0000 1-GB system space

Reserved for HAL usage

FFFF FFFF FFFF FFFF

&l 14: Windows | 2 2] B¢

Windows 95 O[2{ 2 32-bit ZEHZ0|M= S 4GB A H|ZE2[E A|
Kernel 2930} User QA O Z LIHO{ X Qlon] UHIX O Z 3:19| H]

—_ 11—

=251 QUCH 0] 4GB K| 2E|=
=

3GB= User Y94, 1GB=
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Kernel @40 2 LI50{ ZIC} 0|0 CHSE XHA|EH M H 2 boot.inidl| A A 0| 7+s3IHC}

o|2{el M 22|0f|= 2fzfe| AEto| EX|SH=C, Windows 0| A= L2t 242 &

(o
o
>
OH
k]
]

* PAGE_EXECUTE

PAGE_EXECUTE_READ

* PAGE_EXECUTE_READWRITE
* PAGE_NOACCESS

* PAGE_READONLY

* PAGE_READWRITE

* PAGE_GUARD

5.3. /& 2ty

5.3.a. HZ2| HAS I3 LHE

=
H2elel HE S IS Z7 F 7HX[2] L E0| EXstcf.

While(1):
accept()

Visual representation of mutation loop insertion

> Funci1()

Func2()

> Func3()

e

2/ 15: Method: Mutation Loop Insertion
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o AUHAMDL HZI = Q9| 21 (Snapshot Restoration Mutation)

Unmarshal() > Func1()
Hook
> Func3()

Visual representation of snapshot restoration mutation.

T2/ 16: Method: Snapshot Restoration Mutation

H 22| HES ?IoiM Er52t 22 BHA7F 2 25t

e C|H{7{(debugger) HH=E2| =75

_—_

© IZEMAE A =

(=]

71

7| AM A

= o

o
fjo

«  Entry pointf| A2 O 22| AlEHE X AL

« Z2A|A0| ERYEHs B4 ©

[==] —

« ZEIo| ZEXIH SHYS B HIE

. Bl OIR}ZIES fuzz dataZ HABICE
+  AEHZ ZHESICE
= e
[712 17] & Fuzzing Routine2 7JH2fM o2 LIELH T2l 0|Ct.
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12/ 17: Fuzzing Routine

5.3.b. HZZ| HE =

(1) Linux2| /dev/urandom 2 0|835}t0] 2| e Zte= HAES =3 e = QUCt

(2) python £ 0| &3t =& 4= 2l PyDbg 2 HE S =L =+ ULt

#1c:\python25\python.exe

from pydbg import *
from pydbg.defines import *

import time
import random

snapshot_hook = 0x77143540
restore_hook = 0x77143540
snapshot_taken = False
hit_count =0
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address =0

def set_entry(pydbg):
return 1

def handle_bp(pydbg):
global snapshot_hook, restore_hook
global snapshot_taken, hit_count, address

if pydbg.first_breakpoint:
return DBG_CONTINUE

print "ws2_32.recv() called from thread %d @%08x" % (pydbg.dbg.dwThreadld, \
pydbg.exception_address)

context_dump = dbg.dump_context(stack_depth=4, print_dots=False)

print context_dump

if pydbg.exception_address == snapshot_hook:
hit_count +=1
print "hit the snapshot address"
start = time.time()
print "taking snapshot..."
pydbg.process_snapshot()
end = time.time() - start
print "snapshot took: %.03f seconds\n" % end
if hit_count >= 1:
if address:
print "freeing last chunk"
print "%08x" % address
pydbg.virtual_free(address, 1000, MEM_DECOMMIT)
print "allocating memory for mutated data"
address = pydbg.virtual_alloc( None, 1000, MEM_COMMIT, PAGE_READWRITE)
print "Allocated 1000 bytes at: %08x" % address

return DBG_CONTINUE

def handle_av (pydbg, dbg, context):
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As we are mucking around with process state and calling potentially unknown subroutines, it is

likely that we may cause an access violation. We register this handler to provide some useful
information about the cause.

crash_bin = utils.crash_binning.crash_binning|()
crash_bin.record_crash(dbg)

print crash_bin.crash_synopsis()
dbg.terminate_process()

if _name__=='__main__":
dbg = pydbg()
dbg.set_callback(EXCEPTION_BREAKPOINT,handle_bp)
dbg.set_callback(EXCEPTION_ACCESS_VIOLATION, handle_av)

found_target = False

for (pid, proc_name) in dbg.enumerate_processes():
#print proc_name.lower()
if proc_name.lower() == "nateonmain.exe":
found_target = True
print "[+] Found Target:\"%s" %proc_name.lower()
break

if found_target:
dbg.attach(pid)
print "[+] Attached to :" + str(pid)
dbg.bp_set(snapshot_hook)
dbg.bp_set(restore_hook)
print "[+] Hooks set, entering debug loop..."
dbg.debug_event_loop()

else:
print "Target not found\n"

0% 12: PyDbg

(3) 22t AT XI=2 2007HO| =2f0[H Q] B2 FIfM=

=9

o

gtAZMCt 1 = StL7F I0CTL E2}0|H
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Z

=

-

= ZT‘—IOt *OIEF o --HIE ClHFO[A E2t0|B{ 2| IOCTL i =2 L 70| SE5HX| Rt F4 S22
I t

FUHHMEESE HEE Sl BAE &= Ut SXYIEX] ioctlizer, Win32 I0CTL

o

> |'0||
=2
lo
ol
=
1y
>.
OII
[l
-
°
_"E
O
_>'

=

HANDLE WINAPI CreateFileW(
LPCTSTRIpFileName,
DWORD dwDesiredAccess, // GENERIC_READ(0x80000000) or GENERIC_WRITE(0x40000000)
DWORD dwShareMode, // Set to O
LPSECURITY_ATTRIBUTES IpSecurityAttributes, // Set to NULL
DWORD dwCreationDisposition, // OPEN_EXISTING(Ox3)
DWORD dwFlagAndAttrinutes, // Set to O
HANDLE hTemplateFile // Set to NULL

O/ Xj| 13: CreateFileW &f /2] 2 mf2ZfO/E/S

BOOL WINAPI DeviceloControl (
HANDLE hDevice, // CreateFileW 0| Ao 523} Handle
DWORD dwloControlCode, // IOCTL code
LPVOID IpInBuffer, // buffer
DWORD nInBufferSize,
LPVOID IpOutBuffer,
DWORD nOutBufferSize,
LPDWORD IpByteReturned,
LPOVERLAPPED IpOverlapped // Set to NULL

Of| x| 14: DeviceloControl Zf 2/2 & mfef0lE &

2510 sH=Z I0CTL Of

CreateFileW £ 0| 235}0{ kernel32.dI1e| s & 5} 11, DeviceloControl £ 0| &
22 HUHC s XS 431 Et C|H}O| A0 7| Device Driver |0 ZEE &M MA ST}
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6. A&

6.1. H2Z4f

WIS F K HEHZ SYE 5 UCk W M DAL HHO 2 22 ofB2lAH 0| Mol UsHs Y
Olck. et EHAIBHWEIO|XIH, 1 BHE BB S0l WH0|7| £ SiCh £ HA s | o= olo|8 S
RS S 510] 0§ Z2|7 0| Moi| QI2{5Hs WHOICH 0] WS ool M Bt 2 EHO0|X/T, £H &
QU TEf0] EXE £ UD, MM o= EHol CfEt E4{0| 23 50{of Bic

O Z 2|31 0] M0i| 0f[217} LAy BHaKSH 0|47} QI21=| 1 Tl o|&f K2l S0l of2f 7} LAy BICE. of B2
0|M2 AlARIOl Ofl2{TAIXIE £ Z0|D, Fuzzers o] Ol2{0iAIXIE 2oiA| THHO HT iR E B
CHBICH T O] XIMIBH ZTHE HOISHY| YIBHM S AIARS| B D2 S HEStoIM 2AE & Uk B
oF O Z2|7H|0|M0| Mi2t Seto|iEE TAEICHH, S2t0|9E Sof Fuzzerg, Mt Zof Analyser
E SoiM HES 2Usts BAS TEY 2 US HOICh

6.2. Jlcf 2a} L ofA

MEOIM BHS0| Suol Mol HEQ #EEE NASH HOIUCH T2 MOIX| A Cist AHET =
LIl L2 2E5I91CH 2ol AIBES Y2 2AO0|T, THE HYSES Al 2Z0M HLE HE
O CHES0|ACt. M 0 2M7E HE(Fuzzing)oll S Y25ts ol Sl Xt10tet =20| 57|18
Hfeict.

o

ae|x el

28| Sol2|7t mEg FHE Z2MES

|Zt5t 20| oL RUEt. X Z0ll= “CUDAE 0|8

St Estet A5 2 270| FH|ACE T2{Lt CUDAE 0| 85t7| /st S48 75 == oM ol 8
25t KUCIS Fofl X[ 0] 7HsBtotol| thsto] 22| S SHRXISH, st=Lofof ChEt X[ &0 o2 2 &
HOIAEE. T2HM =AILIOEFefE g 57| 2let fuzzing 7|=2| F81"0[2t= FHI 2 HASHA = ALt
Ao 2= SHEQ0{0] CHE X[ R0| F=|0{AM O|= CHE SOIZ|0M T A&t IfE0| =Z2HE FXA
7t HEE = Lol Yl 2H BTt
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g Zto| &l dlZla} 8o - X/ FE
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